Denby Dale and Clayton West Methodist Circuit 
USE OF EMAIL, INSTANT MESSAGING AND INTERNET AT WORK POLICY

1. Introduction
The aim of this policy is to set out the expectations of the Denby Dale and Clayton West Methodist Circuit Meeting (‘the Circuit’) on the use of emails, instant messaging, and the internet at work. It sets out the consequences of falling below the standard expected of you, as well as how and when monitoring of the Circuit’s systems will take place.
When you are using any of these platforms for work-related activities, it is vital that you do so in a safe and responsible way, and in a manner that does not compromise the Circuit or its reputation.  You must ensure these platforms are used professionally, lawfully, consistently with your duties and in accordance with this policy and all other Circuit policies and procedures.
The Circuit operates a separate Use of Social Media Policy, which sets out the standards required of employees when using social media. The Circuit’s Use of Email, Instant Messaging and Internet at Work Policy should be read in conjunction with the Circuit’s Use of Social Media Policy and its Data Protection Policy. 
The policy does not form part of your contract of employment and the Circuit reserves the right to amend or withdraw it at any time.
2. Scope of the policy
This policy applies to anyone working for us. This includes employees, agency workers, contractors, consultants, volunteers, interns and apprentices who use our computer systems.
3. Use of emails and instant messaging
Your obligations
You must use the Circuit’s approved email system and instant messaging platform for work-related communication.
To ensure the proper handling of data, limit security risks and maintain confidentiality, the use of private messaging apps (such as WhatsApp, Signal, Telegram and Session) are only permitted for specific work-related tasks with prior approval from your Line Manager. If you are unsure about using a particular platform for work that you are undertaking, you should speak to your Line Manager for further advice.
When you are communicating by email or instant message, you are expected to treat others with respect and behave in an appropriate and professional manner.
Any email or instant message should be checked carefully prior to sending for any errors or omissions and should include any official signature that the organisation requires.
You are strictly prohibited from sending or forwarding emails/instant messages containing content that:
· may cause reputational damage to the Circuit;
· is offensive, obscene, defamatory, discriminatory, intimidating, malicious, insulting, sexual, or otherwise inappropriate; or
· is intended for a third party and criticises other organisations.
You must ensure that any email or instant message that you send or forward complies with the Circuit’s Equality, Diversity and Inclusion Policy and Anti-Harassment and Anti-Bullying Policy at all times. In accordance with these policies, discrimination, bullying or harassment, including sexual harassment, of any kind by email or instant message will not be tolerated.
Confidential information
When sending or forwarding any email or instant message, you must ensure that you continue to comply with your confidentiality obligations as set out in your contract of employment.
You should exercise care not to copy emails and instant messages automatically to all those copied into an original message to which you are replying, as doing so may result in the disclosure of confidential information to the wrong person.
Attachments
Anti-virus software has been installed across all the Circuit’s computer systems.
Nevertheless, you should continue to exercise caution when receiving and forwarding emails with attachments from third parties, particularly unfamiliar third parties, as they may pose security risks. If you are uncertain about the safety of an attachment, you should consult your Line Manager for further advice before opening it.
Storage of emails
You should ensure you regularly audit your emails in order to archive or delete those that contain information that is no longer required, in order for the Circuit to comply with its obligations under current data protection legislation.
Personal use 
Although the Circuit’s email system and instant messaging tools are primarily for business use, we understand that you may on occasion need to use these to send or receive personal emails in relation to an urgent matter. When sending personal emails or instant messages, you should show the same care and attention and comply with the same obligations as when sending work-related emails.
4. When and how email and instant messaging will be monitored
Access to the Circuit’s computer system is provided for business purposes. The Circuit is ultimately responsible for all business communications but subject to that will, so far as possible and appropriate, respect your privacy and autonomy. To protect its legitimate business interests, the Circuit may monitor and/or record your email and instant messaging usage if:
· you are absent for any reason and communications must be checked to ensure business continuity is maintained;
· the Circuit suspects that you have been viewing or sending offensive, obscene, defamatory, discriminatory, intimidating, malicious, insulting, sexual or otherwise inappropriate or illegal material;
· the Circuit suspects excessive personal use;
· the Circuit suspects that you are sending or receiving emails that are detrimental to the Circuit and/or in breach of data protection laws;
· the Circuit has grounds for suspecting criminal activity or safeguarding concerns; or
· it is necessary to investigate a grievance or disciplinary matter.
When monitoring emails, the Circuit will, unless there are exceptional circumstances, confine itself to looking at the address and subject heading.
You should mark any personal emails as "private" or "personal" and encourage those who send them to do the same. Where possible, the Circuit will avoid opening emails clearly marked as private or personal but cannot guarantee such confidentiality.
5. Use of internet
Your obligations
As a general principle, the internet may be used for work-related activities. 
When you are using the internet, you are expected to behave in an appropriate and professional manner.
You are strictly prohibited from using the internet to:
· view, download or show content that is offensive, obscene, defamatory, discriminatory, intimidating, malicious, insulting, pornographic or otherwise inappropriate or illegal;
· take part in online gambling;
· engage in any form of criminal activity, such as theft or fraud;
· do anything that could bring the Circuit into disrepute;
· transmit copyright information and / or software available to the user;
· post confidential information about the Circuit, its employees/colleagues, or other organisations; or
· enter into any contracts or commitments in the Circuit’s name or on its behalf without the prior approval of your Line Manager.
When using the internet, you must continue to comply with the Circuit’s Equality, Diversity and Inclusion Policy and Anti-Harassment and Anti-Bullying Policy at all times. In accordance with these policies, discrimination, bullying or harassment, including sexual harassment, of any kind via the internet will not be tolerated.
Restricted access
The Circuit reserves the right to restrict access to some websites, files and software for the purpose of maintaining the security of its network, ensuring compliance with its policies and promoting a positive environment at work.
Downloading files and software
Anti-virus software has been installed across all the Circuit’s computer systems.
Nevertheless, you should continue to exercise caution when downloading files or software from the internet as they may pose security risks. If you are uncertain about the safety of a file or software, you should consult your Line Manager for further advice before opening or downloading it.
Personal use 
Although the internet is primarily for business use, we understand that you may on occasion need to use the internet for personal reasons in relation to an urgent matter. You may access the internet at work for personal reasons provided that such use is limited to your breaks or outside your working hours wherever possible.
When using the internet for personal use, you should show the same care and attention and comply with the same obligations as when using the internet for work-related activities.
Circuit website
Unless you are responsible for the upkeep of the Circuit’s website as part of your role, you are not permitted to add anything to the website without the express permission of Revd Philip Bee. 

6. When and how internet use will be monitored
Access to the Circuit’s computer system is provided for business purposes. The Circuit is ultimately responsible for all business internet usage but subject to that will, so far as possible and appropriate, respect your privacy and autonomy.  To protect its legitimate business interests, the Circuit may monitor and/or record your internet use if:
· the Circuit suspects that you have been viewing or sending offensive, obscene, defamatory, discriminatory, intimidating, malicious, insulting, sexual or otherwise inappropriate or illegal material;
· the Circuit suspects excessive personal use;
· the Circuit suspects that you are posting statements that are detrimental to the Circuit and/or in breach of data protection laws;
· the Circuit has grounds for suspecting criminal activity, such as theft or fraud; or
· it is necessary to investigate a grievance or disciplinary matter.
Monitoring will consist of checking the websites that you have visited and the duration of such visits.
7. Data protection
If the Circuit decides to monitor your email, instant messaging and internet usage, it will be in response to a specific need and for the purposes of its legitimate interests, namely to ensure that this policy is being complied with. 
Monitoring will be carried out in compliance with data protection law and will be conducted in accordance with a data protection impact assessment that the Circuit has carried out to ensure that any monitoring that is carried out is necessary and proportionate. 
The data controller is Trustees for Methodist Church Purposes (TMCP). The Circuit has appointed Xxxxxx Xxxxxx as its data protection officer.
Monitoring will normally be conducted by a Circuit Officer. Any information obtained through monitoring may be shared internally, including with members of the District Lay Employment Team and your Line Manager. However, information would normally be shared in this way only if the Circuit has reasonable grounds to believe that there has been a breach of the rules set out in this policy.
The information gathered through monitoring will be retained only long enough for any breach of this policy to come to light and for any investigation to be conducted. Data is normally securely destroyed after 26 weeks depending on the reasons for monitoring.
Information obtained through monitoring will not be disclosed to third parties (unless the Circuit is under a duty to report matters to a regulatory authority or to a law enforcement agency).
Employees have a number of rights in relation to their data, including the right to make a subject access request and the right to have data rectified or erased in some circumstances. You can find further details of these rights and how to exercise them in the Circuit’s Data Protection Policy. If you believe that the Circuit has not complied with your data protection rights, you can complain to the Information Commissioner.
8. Use of private messaging apps in your personal life
The Circuit recognises that individuals who work together may use private messaging apps (such as WhatsApp, Signal, Telegram and Session) for personal communication.  
While the Circuit recognises your right to a private life, it is committed to fostering a working environment based on dignity, trust and respect.
Any communication that you make in a personal capacity with your colleagues or any other third party (such as a contractor, supplier or other contact) should remain appropriate and respectful and must not:
· cause reputational damage to the Circuit;
· contain any sensitive Circuit information;
· be offensive, obscene, derogatory, defamatory, discriminatory, intimidating, malicious, insulting, sexual, or otherwise inappropriate; or
· breach our confidentiality.
You must ensure that any message that you send or forward complies with the Circuit’s Equality, Diversity and Inclusion Policy and Anti-Harassment and Anti-Bullying Policy at all times. In accordance with these policies, discrimination, bullying or harassment, including sexual harassment, of any kind by any such message will not be tolerated.
9. Breach of policy
The Circuit implements a strict policy with regards to the way in which email, instant messaging and the internet is used in the workplace. Employees should be aware that any breaches of this policy will not be tolerated and may lead to disciplinary action. Serious breaches of this policy, for example incidents of bullying or harassment (including sexual harassment) of colleagues or email, instant messaging or internet activity that might cause serious damage to the Circuit, may constitute gross misconduct and lead to summary dismissal.
If you receive any email or instant message in breach of this policy and/or you believe that the internet has been used in breach of this policy, you should report the matter to your Line Manager.
10. Complaints
The Circuit is committed to promoting a working environment based on dignity, trust and respect, and one that is free from all forms of bullying, harassment, including sexual harassment, victimisation and discrimination.
For further information on the proactive measures that we take to prevent bullying and harassment (including sexual harassment) in the workplace, you should refer to the Circuit’s Anti-Harassment and Anti-Bullying Policy.
If you find yourself in a situation where you are bullied or harassed while you are at work, including via email, instant messaging, and the internet, we encourage you to raise a complaint under the Circuit’s Anti-Harassment and Anti-Bullying Policy.
11. [bookmark: _Hlk213946533]Further guidance
If you need further guidance or support on this policy, you can contact your Line Manager.
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